Issues to be included in the related Orders and Ordinances based on the Law with respect to Digital Signature and Authentication Work

The Law with respect to Digital Signature and Authentication Work (“the Law”) was created to facilitate the smooth flow of information to promote information processing by assuring the appropriate usage of digital signatures contributing to the increase of citizens’ living standards and the sound development of the domestic economy.  Except for a few articles, the Law will take effect on April 1, 2001.  The Law allows that the authentication business for digital signatures will be able to have an official approval by the Minister of Public Management, the Minister of Justice, and the Minister of Economy, Trade and Industry (“Ministers in Charge”) as a sign of credibility of the work, as long as such authentication work has a certain level of safety and satisfies certain standards for the methodology of authentication of users and technical security (“official approval”).  Also, the Law requires that authentication service-related documents and information should be stored properly for a certain period.

This official approval system is a voluntary one and the Law does not preclude authentication service/activity from being operated without official approval.  The authentication service provider without official approval can also operate other types of authentication activity without official approval at the same time.  The authentication work with an official approval is only limited to authentication activity of users’ (individual person) digital signature.  Other type of authentication activity, such as proof of legal entities’ existence, proof of legal entities’ representative rights, and proof of users’ title are beyond the scope of official approval.  (Proof of legal entities’ existence and proof of legal entities; representative rights should be dealt under the system of “Electronic Authentication System based on Commercial Registration” under the jurisdiction of Ministry of Justice).  The Law will never prevent anyone from describing users’ titles and other attributes on the electronic certificate issued through the officially approved authentication work.  However, in case such titles and attributes are described in the electronic certificate, it should be clearly noted in the certificate that the proof of such titles and attributes is out of scope of the above mentioned official approval system.

Ministers in Charge will be able to designate a third party organization as a “designated investigation organization”, and have that entity conduct an investigation of whether the officially approved authentication service providers satisfy necessary requirements for official approval when they actually conduct authentication activity and renewal of the procedure of such activity.

The main points which will be included in the related Orders and Ordinances based on the Law are as follows.  The standard for official approval will be set as a minimum standard for official approval and such standards will never hinder authentication works operated with higher standards.  Further, the official approval standards will be revised accordingly with the future technical progress.

I.  Official Approval of authentication works

1.  Scope of Official Approval (see attachment 1)

To be officially approved, the level of security of authentication activity for digital signature should exceed 1,024 bit basic factorization level of complexity.

2. Official Approval standards (See attachment 2)

The main standards will be as follows.

(1) Authentication of users should be made by either of the following methods.

a.  When applying for authentication services at a face-to-face meeting, the users will show their passports, driving licenses or any format of publicly issued photo ID.

b.  When applying for authentication service at the face-to-face meeting or by mail or electronic methods, the users will show or submit an official seal certificate with respect to the seals they used in filling out application forms.

c.  When applying for authentication service by mail or electronic methods, to send a confirmation form to the users and when users receive it, to have them show a certain certificate, such as Health Insurance Certificate or Pension Book.

d.  To take other measures instead of above a.~c. which are recognized as appropriate by the Ministers in Charge.

(2) To provide information which is necessary to users, such as disclosure rules of authentication work

(3) To take safety measures, such as keeping records of who is in the office and who is not in the office, and having several management people stand-by in the office, etc.

3.  Requirement for maintenance of related information (See attachment 3)

(1) To maintain application-related information for 10 years after the termination of the validity of authentication period.

(2) Among various documents received by the users, such as application form, revocation request form of the service, background information to confirm the individuals, and receipt of the Users’ Signature Key, forms with users’ hand written signature or seals should be kept in the original, not as a copy.

4.  Renewal of Official Approval (See attachment 4)

The official approval is valid for one year.  The way to indicate to the users that the authentication organization is officially approved will be also set.

II.  Designated investigation organization (See attachment 5)

The designation period will be five years.  Details of the standards for designation, issues which should be set by the investigation rules, and items should be written on the document will be set.

III.  Rules related to other and application for designation will be set. 

 (Procedural rules and announced rules)

Attachment 1:

Authentication activity which will be officially approved (related to Article 2.(3), and will be set by the Ordinance):

(1) Authentication activity which will be officially approved will be the authentication activity for digital signature with a security level of more than either below level of complexity.

a.  Basic factorization of an integral number of 1,024 bit, which is the product of approximately the same size of two prime numbers.

b.  Distributed logarithm calculation based on the 1,024 bit size of limited number of multiplication group

c. Distributed logarithm calculation based on the 160 bit sized group taken from an oval line

d.  Other technical requirements set by the Ministers in Charge, based on the advice from experts’ recommendation, having the same complexity as described above.

(2) “Security level” mentioned at above (1) will include below.

a.  Digital Signature Key (a coding needed for digital signature technology) will never be decoded.

b.  Digital Signature texts made by different Digital Signature Keys will be differentiated (so that the individual who signed can be identified).

c.  Digital Signature texts will never be falsified without being decoded.

d.  Changes can be identified when the Digital Signature text is altered.

(3) The following Digital Signature methodology will be regarded as satisfying standards described at above (1).

a.  If the technology is RSA method (Digital Signature Algorithm Identification 1 2 840 113549 1 1 5), and the key length is more than 1,024 bit.  (For the time being, RSA method with Digital Signature Algorithm Identification 1 2 840 113549 1 1 4 will be dealt as identical) .

b.  If the technology is ESIGN method (ISO standard 14888-3) and the key length is more than 1,024 bit, multiple index used for verification is above 8, and its Hash Function is SHA-1.  (For the time being, the one using MD 5 method Hash Function is used will be dealt as identical).

c.  If the technology is ECDSA method (ANSI standard X9.62) and the key length is more than 160 bit.

e.  If the technology is DSA method (Digital Signature Algorithm Identification 1 2 840 10040 4 3) and the key length is more than 1,024 bit.

Attachment 2:

Standards for Official Approval (related to Article 6, and will be set by the Ordinance):

1.  Method to confirm the individuals 

(1) Confirmation of individuals should be made in the following manners.

a.  In applying for authentication service in a face-to-face meeting, to have users show either of the following public identifications.

Passports, drivers’ licenses, crew ID’s and other identifications published by other ministries/agencies, licenses or eligibility certificates with photos, or photo ID’s issued by the ministries/agencies for their employees.

b.  When applying for authentication service at the face-to-face meeting or by mail or electronic methods, to have the users show or submit an official seal certificate with respect to the seals they used in filling out application forms.

c.  When applying for authentication service by mail or electronic methods, to send a confirmation form to the users and when users receive it, to have them show either of the following:

Either form of public identification listed above a. and either form of identification listed below (i) and either form of the identification listed below (ii), or two forms of identification among the ones listed below (i).  (At the Post Agency, they will start a person-to-person mail delivery service only limited to people who satisfy above requirements from March 2001).  

(i) Health Insurance Certificate or Crew Members’ IDs, membership ID of mutual aid association, Pension Book, and Tax Payment Certificate, and other certain level of certificates.

(ii) Students’ ID’s, Companies’ Employees’ ID’s, and other eligibility certificate issued by a public organization, with photos attached.

d.  Other substitutes instead of above a.~c. which are recognized as appropriate by the Ministers in Charge.

(2) When renewing certification and if the validity of certification after renewal is within 5 years since the authentication organization has verified the individual by above mentioned method (1), the organization can be regarded as having conducted confirmation of the individual) simply by verifying the digital signature which has been used by the user before renewal.

(3) If the user himself or herself can not apply for the authentication service or receive the verification form by unaviodable reasons, providing a letter of attorney with his or her hand written signature and an official seal certificate for the seals used to issue the letter of attorney will allow application for the authentication service and receipt of verification form by a representative.

(4) It will be also set how to handle the applicant of the authentication services living overseas or the applicant is a foreigner.

2.  Implementation of certification

In applying for authentication service, the applicant needs to submit a copy of a resident card or a copy or an abstract of one’s family register (this will be limited when the applicant is going to submit or show other certificates with his or her current address written) and either to such document submitted, the applicant should provide signature or a seal (this will be limited to when the applicant is going to submit an official seal certificate).  However, if effective digital signature is attached to either of such document (such digital signature should be the one by the officially approved authentication service provider or other form of public authentication work which has the same effect as officially approved authentication work), above will not apply.

(2) If the submission of Users’ Verification Key (a coding which assures that a user executed the Digital Signature) and confirmation of the individual are not made simultaneously, it should be confirmed that the person who has submitted the Users’ Verification Key and the relevant person who was submitted to confirmation of the individual are indeed the same person.

(3) The Authentication organization should make sure that each users have two keys, the Users’ Verification Key and the Users’ Signature Key.

a.  When the user submits Users’ Verification Key, the authentication service provider should verify the user’s Digital Signature made by the Users’ Verification Key submitted by the user, by using the actual Verification Key.

b.  When the authentication service provider needs to generate the User’s Verification Key, such Key generated should be stored in a safe media and be handed it out to the user directly, or use the other method so that the user will be able to receive it without fail.  The authentication service provider must receive a receipt from the user in passing a Key.

(4) The validity of certificate should not be more than 5 years.

(5) The following items should be written in the certificate.

a.  The name of the issuer of the certificate (if providing several authentication services, they should be included) and a serial number of the certificate.

b.  Validity term (starting date of the service to termination date of the service)

c.  Full name of the user

d.  Information with respect to the Users’ Verification Key

e.  Rules for authentication services, items which will be notified to the Verifier (a person who does verification when the user sends information with the Digital Signature), and notification of link in case of need for revocation of certification

f.  Notification of the link to the warning that certification of users’ attributes is not under the scope of official approval of the relevant authentication service, when the titles and other attributes of the user needs to be proved.

(6) The following measures should be implemented to prevent falsifying and unauthorized alteration of the certificate.

a.  When issuing Electronic Certificate, the Digital Signature should satisfy standards of main ordinance at Article 2. (3).

b.  The validity of Authentication Work Verification Key (Coding which is used in verifying Digital Signature when issuing Electronic Certificate) should be less than 10 years and should be valid until the certification work related to the relevant Authentication Work Verification Key.

c.  Measures are taken that the Verifier can surely obtain Authentication Work Verification Key.

(7) Authentication Work Verification Key will be used only for the relevant authentication work so that Verifiers can easily differentiate officially approved authentication work and non-Approved authentication work.  However, the following are the exceptions.

a.  Implementation of cross-authentication among other officially approved authentication work and other public authentication work which has the same effect as the officially approved authentication work

b.  When there is a necessity for the management and maintenance of the relevant authentication work

3.  Revocation of certification

Omitted.

4.  Termination of Authentication Services

Omitted.

5.  Creation of rules of authentication work as well as their announcement

The following items should be clearly set by the rules, made in a written regulation form as “Rules for Authentication Work” and should be announced.

(1) Point of contact of the authentication service provider (address, phone number, fax number, e-mail address), the name of the representative of the company, etc.

(2) Objective of certification, scope, and its limitations

(3) Scope and limitation of warranty and waiver, if any

(4) Issues with respect to application and verification of the users

(5) Issues with respect to request of revocation of certification

(6) Method of making sure that certification was revoked and its lead-time

(7) Issues with respect to termination of authentication service

(8) Issues with respect to security

(9) Issues with respect to charges

(10) Issues with respect to maintenance of related documents

(11) Laws and regulations which will be applied in case of disputes between the users and authentication service providers and dispute settlement procedures

(12) Issues with respect to revision of the Rules and its notification

6.  Notification to the users

When certifying, the following issues should be notified to the users;

(1) That digital signature has the same legal effect as hand-written signature and seals and therefore Users’ Verification Key should be handled with full care and its confidentiality should be kept.

(2) That when the Users’ Verification Key is in danger (losing confidentiality by theft or leakage of information) or has a possibility of being in danger, or when there is a change in the content of an electronic certificate or when the usage of electronic certificate needs to be stopped, the user should request revocation of electronic certificate without delay.

(3) That relevant authentication work is officially approved by the Ministers in Charge and when the user has an officially approved authentication service providers certify false information based on users’ false application, such user will be punished.

(4) That Digital Signature Algorithm related to the relevant electronic certificate should be the one designated by the authentication service provider.

 7.  Notification to the Verifier

The following issues with respect to the verifier should be notified to the verifier by providing the relevant link on the electronic certificate and so on.

(1)   The Verifier should make sure of the purpose of the usage of electronic certificate, such as its scope of usage and limitation (including usage conditions notified to the users) with respect to the electronic certificate he/she has to make reliability judgment.

(2)   The Verifier should make sure that he/she obtains Authentication Work Verification Key and verify the information which the Digital Signature is based on.

(3)   The Verifier should make sure, using appropriate measures, that the electronic certificate has not been revoked.

(4)   The Verifier should know that confirmation of attributes of the user written on the electronic certificate is beyond the scope of official approval

 

8.  Inquiries from the nominal owner of the Electronic Certificate

When there is an inquiry by the nominal owner of the Electronic Certificate, the authentication service supplier should deal with such inquiries and disclose related documents, such as application forms.

9.  Organizational Structure to appropriately implement Authentication Work 

Omitted.

10.  Measures to protect authentication facilities from illegal access

Omitted.

11.  Security of Authentication Facilities

Omitted.

12.  Management of Digital Signature Key

(1)   Generation as well as management of Authentication Signature key should be made in a dedicated appliances which take enough measures against illegal access (e.g. above FIPS 1401 level 3)

(2)   In order to prevent leakage of Authentication Signature Key, the following measures should be taken.

a.  That Authentication Signature Key should be generated in the authentication facility, using cryptographic appliances, and the Key should be such that more than one person is necessary to generate.

b.  That a back-up of Authentication Signature key should be generated in the authentication facility, and using the reproductive function of the cryptographic appliance itself.  Also, the back-up key should be kept at the place which has the same security level as the authentication facility.  However, when not using the reproductive function of the cryptographic appliances itself, confidentiality distribution measures should be taken, and back-up should be made in the authentication facility and the back-up information should be divided into pieces and kept at different places individually.

c.  That a change of Authentication Signature Key will be made by several people in the authentication facility.

d.  When terminating usage of Authentication Signature Key, it should be completely destroyed physically destruction by several people, or by complete revocation.  Also, the back-up Authentication Signature Key should be destroyed at the same time.

(3)   When the authentication service provider generated the Users’ Signature Key, the Key should be generated in the authentication facility by several people, should be stored in a safe media, and then, the related data should be completely destroyed that the Users’ Signature Key information should not remain in the authentication facility.

13.  Measures against natural disasters

Omitted. 

14.  Measures against any problems

Omitted.

Attachment 3:

Issuance of related documents and their maintenance (related to Article 11, and will be set by the Ordinance)

1.  Documents which should be issued

(1) Records related to users’ application

a.  Application form

b.  Information used for verification of individuals

c.  The name of a person who made decision whether the person is reliable or not, and the reason in case such person has rejected the reliability the person.

d.  Users’ Electronic Certificate

e.  Record with respect to generation request of Users’ Signature Keys, their generation and their revocation.

f.  Receipt from the users for sent materials

(2) Records related to Revocation of Certificate 

a.  Certificate cancellation request form

b.  Information used to make judgement on whether to accept revocation or not

c. The name of a person who made decision on revocation acceptance, and the reason in case such person has rejected the revocation request.

d.  Information used for confirmation on the Certificate revocation status (Certificate Revocation List) and records with respect to its issuance

(3) Records related to Authentication Service Work

a.  Records with respect to Authentication Service Rules and their revision

b.  Items to be notified with respect to utilization of the authentication service

(4) Records related to management of the organization

a.  Management information and history of organization, scheme, place of responsibility as well as bureaucracy for people who are in charge of officially approved authentication work.

b.  Records with respect to operational rules as well as their revision

c.  Documents with respect to out-sourcing contract, when some of the authentication work is out-sourced.

d.  Records with respect to an audit and the audit report

(5) Records related to Authentication Signature Key

a.  Electronic Certificate for Authentication Signature Key

b.  Records with respect to the management of Authentication Signature Key

(6) Records related to Security

a.  Records with respect to management of accessing right

b.  Records with respect to employees’ in-coming and out-going to and from the office, besides video recording

c.  Operational history of authentication facilities

d.  Records with respect to security of the facilities

e.  Records with respect to system change 

f.  Records with respect to change to the System Manager’s Account

g.  Records of problems (Any extraordinary reactions among hacking detect system and firewalls)

h.  Records of access to all these information and records of abolishing such information

2.  Maintenance Term

(1) Information indicated above 1 (1) to (5) should be stored 10 years counting from termination of the validity of the relevant Certificate.

(2) Information indicated above 1 (6) and (7) should be stored until all the investigation finishes for audit or renewal period with respect to the relevant period of generating of such information.

3.  Method of Storage

(1) Application form and cancellation request form of the service submitted by the user, information to confirm the individuals, and receipt of the Users’ Signature Key, forms with users’ hand written signature or seals should be kept in original, not by a copy.

(2) Information other than above (1) can be stored in an electronic storage media.  In such case, upon necessity, such information should be available for immediate display on computer screens or by other appliances.

(3) Necessary measures should be conducted to prevent such information to be lost or to be destroyed.

Attachment 4:

1.  Renewal period for Official Approval (related to Article 7 and will be set by the Ordinance)

Renewal period will be one year.

2.  The way to indicate Official Approval

Omitted.

II.  Designated Investigation Organization

1.  Details of the designation standards (Related to Article 20. (2), and will be set by the Ordinance)

In designating Investigation Organization, staff members of the Organization should be either from the below legal entities described, so that the Organization will not cause any problem in conducting a fair investigation work.

(1) Employees of Foundations established under the Civil Law, Article 34.

(2) Employees of limited corporations, unlimited partnerships, or a joint capital companies.

(3) Stock holders of corporations

(4) Members of Business Joint Cooperative, formed under the Article 3 of Small and Medium Size Enterprises Cooperative Law, Business Small Joint Cooperative, and Agricultural Cooperative formed under the Article 4.(1) of Agricultural Cooperative Law

(5) Direct or indirect members of Business Cooperative Federation formed under the Article 3 of Small and Medium Size Enterprises Cooperative Law and Agricultural Cooperative Federation formed under the Article 4.(1) of Agricultural Cooperative Law

(6) Members of other legal entities, who are considered as relevant as above, depending on the from of entities.

2.  Renewal of Designation (Related to Article 22. (1), and will be set by the Ordinance)

The renewal of designation will be made every five years.

3.  Items Described in the Rules of Investigation Works (Related to Article 25. (2), and will be set by the Ordinance)

Omitted.

4.  Issuance of Related Information as well as Maintenance of such information (Related to Article 26, and will be set by the Ordinance)

Omitted.

5.  Success of Work (Related to Article 30. (3), and will be set by the Ordinance)

Omitted.

6.  Approval on Commission Fees (Related to Article 36. (2), and will be set by the Ordinance)

Omitted.

